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LIGHTCREST AWS CLOUD SERVICES

Full-Stack 
Engineering Tier

Basic Managed 
Tier

Managed DBA 
Tier

CyberSOC  
Tier***

Continual Cost Optimization

IAM Best Practices

Backup & Recovery

Firewall Administration

ELB Administration

Route 53 Management

EC2 Provisioning

EBS Snapshots & Performance Optimization

AWS Cloud Architecture Guidance

NoSQL DBA 

Varnish Cache Management

Apache/Nginx/IIS Management

Operating System Management

DDoS Mitigation Assistance

Multi-Region Availability Management

Guest OS Patches and Updates

24x7x365 Monitoring and Trending

CDN Management

RDS MySQL DBA  (** Managed DBA) Optional Add-On

RDS SQL Server DBA  (** Managed DBA) Optional Add-On

RDS Oracle DBA (** Managed DBA) Optional Add-On

RDS Postgres DBA  (** Managed DBA) Optional Add-On

Elastic Search / Solr  (** Managed Search) Optional Add-On

Ansible automation Optional Add-On

AWS IAM Architecture Consulting Optional Add-On

Kubernetes/Fargate/ECS Container 
Management

Optional Add-On

Docker management Optional Add-On

Application Code / Development Optional Add-On

CI/CD Integration & Repo Management Optional Add-On

Threat Management Optional Add-On

SIEM Deployment Optional Add-On

IDS Optional Add-On

Log Aggregation/Correlation Optional Add-On

Malware & Virus Mitigation Optional Add-On

** Managed Specialty drill-down below

*** The CyberSOC service tier spans into the corporate network to provide end-to-end security and requires an assessment of all corporate infrastructure

Lightcrest Responsibility Customer Responsibility Optional Add-On


